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Cyber-Physical System (CPS)

 Definition:

* Integration of computation with physical processes, defined
oy the intersection
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Cyber-Physical System (CPS)

Cyber-Physical System (CPS)
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Embedded System

« An embedded system is a —a combination
of a : ,
and peripheral devices—that has a dedicated
function within a larger mechanical or system.

Embedded system ‘\
Software A
FPGA/ Memory
ASIC
EEEE— —v— JP—
S — i — CPU L —p Actuators
Culn) conversion Q conversion
J %: = —
User P =g Aux system
interface Diagnostic (power
port cooling, etc

Electromechanical

Backup and safety
=~ .4

External Source: https://www.heavy.ai/technical-
S Eonment glossary/embedded-systems
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https://en.wikipedia.org/wiki/Computer_system
https://en.wikipedia.org/wiki/Computer_processor
https://en.wikipedia.org/wiki/Computer_memory
https://en.wikipedia.org/wiki/Input/output
https://en.wikipedia.org/wiki/Electronics

CPS is A Multidisciplinary Area

\\
%

/[ It’sa

Small <«
Computer

The challenges of working
in a multidisciplinary area

R
) It’s \

Big Complex

/
~ )

https://www.bilibili.com/video/BV1ZA411e7Ff/

https://www.bilibili.com/video/BV1N14y1E741/

Connected
Industrial System

|

Advanced

Network
J ~ Manufacturing
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https://www.bilibili.com/video/BV1ZA411e7Ff/
https://www.bilibili.com/video/BV1N14y1E741/

Cyber-Physical System (CPS)

« DARPA: Symbiotic Design for Cyber Physical Systems (SDCPS), $8.7M

« NSF: The CPS program aims to develop the core research needed to
engineer these complex CPS, some of which may also require
dependable, high-confidence, or provable behaviors , $32.4M
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Example: Automotive CPS

- Safer Transportation
« Reduced Emissions

« Smart Transportation
» Energy Efficiency

* Climate Change

- Human-Robot Collaboration

Peking University



Example: GHlepy £ 2 k25 Hai
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Example: Lab-on-a-chip

 Precise droplet control
 Real-time analysis

/ T: = '; 2 ,;VE VR /A ;:; = = \
WASTE CO";T‘TN;‘ENT N R - _ HEMOGLOBIN CELL

n = . ~ K./-
W >
L4 - . o
MICROCYTOMETER MIXING CHAMBERS o

E-h' e
i \ - e - SAMPLE

“ STORAGE

)
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Signal lines

Power supply

Controller

Transporter

Separator

Transporter
\4 outlet

Detector

Source: Lab-on-a-chip: a component view
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Example: Smart Bandage

a
\\\\ Wireless
smart
bandage

Electronic
components

Circuit
traces

Hydrogel
interface

» Intersection of :
i . - Material science
® » Electronics

Embedded Systems

Oscillator

External devices NFC electronics Biointerface circuits

Sensors Stimulation
Power

PC/smartphone | Data

\x
N

: :\
! Wireless reader ; Energy |
| 1ISO 15693 ! 1
i ; i

Peking University H
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Jiang, Y, Trotsyuk, A.A., Niu, S. et al.Nat Biotechnol 41, 652—662 (2023).



Development Flow of CPS

« Modeling is the process of gaining a deeper understanding of a

system through imitation. Models express what a system does or
should do.

» Design is the structured creation of artifacts. It specifies how a
system does what it does.

 Analysis is the process of gaining a deeper understanding of a
system through dissection. It specifies why a system does what it
does (or fails to do what a model says it should do).

Peking University
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Motivating Example of a Cyber-Physical System

Modellng
] * Flight dynamics (ch2)
* (see Chapter 1in book) + Modes of operation (ch3)
- Transitions between modes (ch4)
- Composition of behaviors (ch5)
 Multi-vehicle interaction (ch6)

De5|gn

- Sensors and Actuators (ch7)
 Processors (ch8)
* Memory system (ch9)
» Sensor interfacing (ch10)
 Concurrent software (chll)
* Real-time scheduling (ch12)

Analysis

STARMAC quadrotor aircraft (Tomlin, et al.) ffgﬁ iC€:f/)i/:\nggssa?‘];ebzehhaa\/\i/gorr(g:chh1143))

ZheELT A « Verifying safe behavior (ch15)
* Guaranteeing timeliness (ch16)
» Security and privacy (chl7)

Peking University



Design of STARMAC Design

RS232

LIDAR V
URG-04LX l '
e PC/104 WiFi

10 Hz ranges USB 2
Pentium M mmlpy(802.11g+
Stereo Cam | _Firewire 1GB RAM, 1.8GHz | 480Mbps™" | "< 54 mbps
Videre STOC

30 fps 320x240 | 480 Mbps XL A
GPS UART Y
Superstar || 4 19.2 kbps < 4 Stargate 1.0 CE WiFi
10 Hz " :
: Intel PXA255 802.11b
UART €= /5 RAM. 400MHz T Mb;! < 5 Mbps
IMU 115 Kbp UART:
UART = Supervisor, GPS

3DMG-X1 : :
gt m |zt?n2§:|t2|)8( ...........................................................................
Low level control
Ranger 12C r’ PPM

13 Hz Altitude

Rl\?n_%eEr Beacon ESC & Motors
ini- S Tracker/DTS : -

: Timing/ Phoenix-25, Axi 2208/26
10-50 Hz Altitude Analog 1 Hz

Peking University



Think Critically

« Any course that purports to teach you how to design
embedded systems is misleading you

« The technology will change, rapidly!

« Our goal is to teach you how things are done today, and why
thatis not good enough.

Courtesy: UC Berkeley EECS149

Peking University
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Outline

* Introduction to Cyber-Physical System (CPS)

* Introduction to Embedded System
« Embedded System Hierarchy

« Development Flow of Embedded System

Peking University
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Historic Perspective:
Embedded System Depends on IC Technology
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Historic Perspective:
Embedded System Depends on IC Technology
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K210 Architecture

Peking University

CPU x2

© BEIEFTHMEA00MHz, BETIRIFPU (BFEER)

KPU x1: #2220 A%
. B Mk, KE

APU x1: EZAMTEE T
« Beam-forming. B&X#f. FIR. FFT
- BETIESIETMEIE, 160

SRAM x1: 8MB

o HA2MBAKPUL H, FIS6MBH A ATEFAERILIELL A

DVP x1: ##&k#ZERD (8f3FN)
« H. RGB565. YUV422
« #i: RGB565. RGB888. YUV422Y4r &
s XFHRKSHEER1920%1023

DMA x6: 6MRIE

TSMC 28nm

DMA

DVP

JTAG
AES

OTP

FPIOA

KPU
CNN Accelerator
APU
FFT Audio
Accelerator

GPIO

UART

SPI

_RTC_
s
]
_Timer _
_wor
 5HA256 |

RTC
1S
12C
Timer

WM

2

DT

SHA256
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KPUjia T BHIREE 2 S 2%

o MEE AN E T a| ffeature map/R T AR KT 320%256, A/NTF4+4
« Stensorflow XM EBHAEANHWCAKE, KPUZIFHEIEHEAER ANCHW

300301 -~ 303 Physical data layout
/ NCHW, NHWC, and CHWN layouts
lo20021 - 023 ;

[a:0] [a:1] [a:2] [a:3]

000001 - 003) 027p6317 =~ 319

004 005 - 007

NCHW: [000]001]002]003]004] .. Jo18]019]020] .. [318][319[320] .. [ .. |

I
039
016017 =~ 019
W [b:0] [b:1] [b:2] [b:3]
620621 - 623
NHWC: [000[020] .. [300]001]021] .. [283[303]004] .. [319[320][340] ...
624625 ~ 627 NHWC: [000[020] .. [300[001[021] .. [283[303]004] .. [319[320[340] ... ]
[340341 - 343
320321 - 323| 347p6637 ~ 639
AR I [c0][c1] [c:2] [c3]
3 ‘t
359 CHWN: [000[320][001[321] .. [003[323][004][324] .. [ .. [019][339]020] ... |
336337 -~ 339 =
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KPU

© XFFHVEE _HSIR

ksize stride required tensorflow padding

1%1 1 samegkvalid

3*3 1 same

3*3 2 BiRpEfeature mapFafipadding—E, AEETRATpadding/5 =, MAvalid

s Z¥Mdepthwise _#5FR

Input Volume (+pad 1) (7x7x3) Filter WO (3x3x3) Filter Wl (3x3x3) Output Volume (3x3x2)

xf zzsi0] 5 wl[:,:,0] afise, 0]
oo jjojo o 0 0O 131 -1 =1 =1° [0 0 -3
ksize stride required tensorflow padding P[] 2z 2 o o |1 =1 [y [0 =1 0f!
oflofrfr o o o =1{{-1}{0 =11 F1 O 44 =3 i
O FISS F1 (OF IS EON i) wOl[:,:,1] 7ok ORI | ol:,:,1]
3*3 1 same T e 1 10 -1 -6 -4
58 o8 53 61 | o 0 J-1 -10 -1 -2 -3 -4
3+%3 2 HiAaiGfeature mapFaniipadding—B, AieEFRRTpaddingZ75={Avalid 00 000 o 1o G clat
LT 1) wl[: ~272] wl[:,:,2]
ofoJo o o E i ICH 5
oLt 7 0 L S
« T#Mpooling —— HER o BT
TlEE e 2 Bias (1x1x1) Bias bl (1x1x1)
N [0 [238 FIS120 N (O by, :,0] bl[:,:,0]
ksize stride required tensorflow padding 02 91 2 : 0
0 0 0 (V]
2%2 1 same 0 J[o o 0 00 foeel :
ofzqo 12 o2 0
252 2 AN feature map sizeEksizefJE&E =, sameskvalid; BNvalid % 0
. . nty , . I f28 [0 |28 (ON [ON i@
4%4 4 NSRfeature map sizeEksizeAIEEZ, samegyvalid; BMvalid 0001120
O (O [0 [0 [ON [ON (0]
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KPU TAERifE

T8 £ RV AES L RS E R FI A NI 2k R 1977 SR B B 1L AK210TiE TR

© IFHIIGAER

* Tensorflow. Caffe. Paddlepaddle

- BIAIE

* 8bit. 16bit

© XFFHVERIE

* Conv2d. DepthwiseConv2d. FullyConnected. Add. MaxPool2d. AveragePool2d. GlobalAveragePool2d.

BatchNormalization, BiasAdd. Relu. Relu6. LeakyRelu. Concatenation. L2Normalization. Softmax.
Flatten. ResizeNearestNeighbor

Peking University
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HERI1: HERAERES

- =S
S Hr 324 y
1A} T4 «  BPU. DSP fll CPU RAZREAHHIS

e fEERCV3IE
*  HEVC/JPEG FE{4R#ZE3

Video input Advanced Security Connectivity

Crypto engine GbE (TSN)

7 Secure OTA

MIPI CSI-2 RX
Parallel Q Bt
Secure boot

LPWM & PWM

Dual-core BPU Seiety B HE BB RIRITH /0 20

Dual-core ISP De Lu‘,»:mm:; Dual-core lockstep MCU . PCle 3.0 Bi2{5S#&0
kit ol SPI o WEBTIERIUKR(TSN) A S EBES BRI HBLHRZIFPTP)
« B CAN-FD EOEHEEEETETARKEN

Deep Learning engine

Video output
Memory sub-system

MIPI CSI-2 TX
HEVC /MJPEG
Codec
NAND/Hyperflash

SC.1PD & Fusls Development

16 FINFET =27X27 HFCBGA AEC-Q100 Grade 2 — - -
nm Fin mm Q100 Grade = ENNERENEERDIRE

RE2B, REHR2INE
EETHEA 1/0 B0
ARM {EfER, f#{FCryptofli&3 |5
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Outline

* Introduction to Cyber-Physical System (CPS)

* Introduction to Embedded System
« Embedded System Hierarchy

« Development Flow of Embedded System

Peking University 24



Embedded System Abstraction

\ actor-one nted \
performance
mode h \\UDU’( P‘messes
1 t reads task-level models

Cprograms
synthesizable SystemC
VHDL programs programs
e programs C++ programs Java program
T\ program
o St::l?ard \Qva byte %ogfams
designs \
FPGA configurations M
x86 programs
executabf\s / \ -~
executes
ASICchips \ \ P4-M 1.6GHz
mlcroprocessors
silicon chips

Peking University

The purpose of an
abstraction is to hide
details of the
implementation below
and provide a platform for
design from above.



Embedded System Abstraction

Sometimes itis too hard
to isolate layers: -

Peking University
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K210 Hardware (Revisit)

Peking University

CPU x2

© BEIEFTHMEA00MHz, BETIRIFPU (BFEER)

KPU x1: #2220 A%
. B Mk, KE

APU x1: EZAMTEE T
« Beam-forming. B&X#f. FIR. FFT
- BETIESIETMEIE, 160

SRAM x1: 8MB

o HA2MBAKPUL H, FIS6MBH A ATEFAERILIELL A

DVP x1: ##&k#ZERD (8f3FN)
« H. RGB565. YUV422
« #i: RGB565. RGB888. YUV422Y4r &
s XFHRKSHEER1920%1023

DMA x6: 6MRIE

TSMC 28nm

DMA

DVP

JTAG
AES

OTP

FPIOA

KPU
CNN Accelerator
APU
FFT Audio
Accelerator

GPIO

UART

SPI

_RTC_
s
]
_Timer _
_wor
 5HA256 |

RTC
1S
12C
Timer

WM

2

DT

SHA256
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K210 Hardware (Revisit)

Peking University

FPIOA x1: Izl HIZIOES
. BT ERTHAE BRET BI48 M IRIO

GPIO x40
UART x4

« EMAUARTL, UART2. UART3, K4FZIA5Mbps
* HFEUARTORATFIFR

SPI x4
* SPIO. SPI1. SPI3Amaster, SPI24slave
« SPIBEEHEHSIMFLASH, SPIOBERERE
 Masterf$hiE FFiA80MHz, slaveRy$hiE EiA30MHz

12S x3
o FNI2STRE UJIESERE AR
* 12S0T] PLiEERIAPU

12C x3
ERE8 x3, WDTx2, RTCx1
FFT x1, SHA256 x1, AES x1

TSMC 28nm

JTAG

FPIOA

GPIO

UART

SPI

RTC

1S

KPU
CNN Accelerator

12C

Timer

PWM

APU
Audio
Accelerator

WDT

SHA256
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Software for Embedded Systems

Application Program

Application Programing
Interface

Operating System

Driver

Peking University
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Software for Embedded Systems

Application Program

Application Programing
Interface

Operating System

Driver

Peking University

Example: FT2232H

Single chip USB to dual channel UART
(RS232, RS422 or RS485).

Single chip USB to dual channel FIFO.
Likewise Single chip USB to dual channel
JTAG.

Single chip USB to dual channel SPI.
Additionally Single chip USB to dual
channel I12C.

Single chip USB to dual channel Bit-Bang.

30



Software for Embedded Systems

Application Program

Application Programing
Interface

Operating System

Driver

Peking University

Example: FT2232H

The device allows for configurable I/0
drive strength and slew rate, and it
incorporates a highly integrated design
with a built-in +1.8V LDO regulator for
VCORE, power-on-reset (POR) function,
and an on-chip clock multiplier PLL.

31



Software for Embedded Systems

Application Program

Application Programing
Interface

Operating System

Driver

Peking University
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Type I - Compilation Work Flow

Multiple machine code pieces

L ZmhS One piece of executable block
Assembly

Compiler Assembler Linker

Hlashs

Machine code
Hard

Peking University

ware
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Type II - MicroPython + Bare Metal Program

« MicroPython was created by Damien George, with initial
release launched on May 3, 2014.

* [tis actually a program that runs on MicroControllers, and is
itself written in C language.

Proper Python with hardware-specific modules

pin Py
Pame Soy . available timers  peripherals

MicroPython is a full Python compiler and runtime that runs on the bare- from machine import Pin
metal. You get an interactive prompt (the REPL) to execute commands S
: . : N " . . # create an I/0 pin in output mode
immediately, along with the ability to run and import scripts from the built- p = Pin('X1', Pin.OUT)
in filesystem. The REPL has history, tab completion, auto-indent and ’
paste mode for a great user experience. # toggle the pin
) ) ) ) ) p.highQ)
MicroPython strives to be as compatible as possible with normal Python p.lowQ)

. s CPU_PIn
avaiable timers  SPU PR

(known as CPython) so that if you know Python you already know
MicroPython. On the other hand, the more you learn about MicroPython
the better you become at Python.

VIN: 3.6v - 10v power input
_ (supplied by US8 when USB connected)

lated 3.3 output cnly, max 300mA
T: battery backup input
analog reference connected to 3V3 via inductor

In addition to implementing a selection of core Python libraries,
MicroPython includes modules such as "machine" for accessing low-level

X17 Is puled to GND via 4.7k resistor when USR pressed
P2:P5 are connected to the 4 LEDs

S = A8 s used card switch

MMA_INT = B2 is used for accelerometer interrupts

connect BOOTO to 3V3 and press RST to enter DFU mode

Micro Python pyboard @

hardware. & PYBV1.0 S [:;.

micropython.org

Peking University
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Type III - OS + Python

Raspberry Pi1 0S

Your Raspberry Pi needs an operating system to
work. This is it. Raspberry Pi OS (previously called
Raspbian) is our official supported operating
system.

Based on Debian Linux distribution

Peking University
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Software for Embedded Systems

E[ENASAB 2012280 F R A
X, M—EEMRIIFRAEL
FRIERAR, MxEH “AKE
2EE” 3 "BRST #HXKHE
TRTOS (VxWorks)e BESSX
FARYER NIV ——TE (XX
128MBHY= ] B 7 7 H &%
RYEN =52

Peking University 36



Real-Time Operating System (RTOS) Example

@
(-7
&] KERNEL LIBRARIES SECURITY SUPPORT PARTNERS COMMUNITY ENGLISH ¥ Download FreeRTOS

Download FreeRTOS

Download the latest FreeRTOS and Long Term Support (LTS) packages below.

The FAQ describes the difference between individual libraries and library packages, and provides links to individual library repositories.

FreeRTOS 202212.01

Package containing the FreeRTOS Kernel, FreeRTOS-Plus libraries and AWS loT libraries, along with example projects. Source code is Download

also available on GitHub. Separately, the latest FreeRTOS Kernel can also be downloaded from here.

Download

Package containing the FreeRTOS LTS libraries, which includes the FreeRTOS kernel and loT libraries without example projects. See
the LTS Libraries page for additional details. Source code is also available on GitHub.

Peking University

,as of 2023
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https://www.freertos.org/

Real-Time Operating System (RTOS) Feature

Regular OS Real-Time OS (RTOS)
Complex Simple
Best effort Guaranteed response
Fairness Strict Timing constraints
Average Bandwidth Minimum and maximum limits
Unknown components Components are known
Unpredictable behavior Predictable behavior
Plug and play RTOS is upgradable

Peking University



Software for Embedded Systems

Application Program

Application Programin
Interface

Operating System

Driver

Peking University

S

NVIDIA.

CUDA Runtime API

AP| Reference Manual

Table of Contents

Chapter 1. Difference between the driver and runtime APIs.........ccccccirininnrinicnnicccienne 1

Chapter 2. API synchronization behavior.

Chapter 3. Stream synchronization behavior. 5
Chapter 4. Graph object thread safety. 7
Chapter 5. Rules for version mixing 8
Chapter 6. Module: 9
6.1. Device Management 10
cudaChooseDevice. 10
cudaDeviceFlushGPUDirectRDMAWTite: 1"
cudaDeviceGetAttribute. 12
cudaDeviceGetByPCIBusld 18
cudaDeviceGetCacheConfig 19
cudaDeviceGetD: (tMemPool 0
cudaDeviceGetLimit 21
cudaDeviceGetMemPool
cudaDeviceGetNvSciSyncAttribute: 23
cudaDeviceGetP2PAttribute. 2%
cudaDeviceGetPCIBusld. 25
cudaDeviceGetSharedMemConfig. 6
cudaDeviceGetStreamPriorityRange. 7
cudaDeviceGetTexture1DLinearMaxWidth 28
cudaDeviceReset. 9
cudaDeviceSetCacheConfig 30
cudaDeviceSetLimit 31
cudaDeviceSetMemPool 33
cudaDeviceSetSharedMemConfig 34
cudaDeviceSynchronize. 35
cudaGetDevice 36
cudaGetDeviceCount. 37
cudaGetDeviceFlag: 37
cudaGetDevicePropertie: 39
cudalnitDevice 45
cudalpcCloseMemHandle. 46
cudalpcGetEventHandle 47
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Development of Embedded Systems

« FAWIR

« IDE (Intergrated Development Environment)

. XA

RN

—1MEEHRIE. mF LR, Hiul. TIEEENREESFINERER

« 7£4%3A1 (On-Chip Debugging, OCD)
« EFJTAGHIICD (In-Circuit Debugger)

« BIFIRIIALE  (JIQEMU)

 THEEER (F

FRR)

Peking University



Hardware/Software Codesign

« MANRAIITE A — AR AR R Fr R TRERYE 15,
AU eErBREG. RHFRERERES SRR S,

c HFBRARNRGAE— I RS, AR AN mBNgIiTdiER,
ﬂ#uﬁﬂ@#uﬁmgﬁﬁé\WEWﬂmoLﬁ#“T ﬂéﬁ
A& RHIIZITIE IS EEH hEN& T

» XMGENFREMIRITE, MRFEDIRENKIZE, BLIETAIER
@#ﬁﬁ%@ﬂi,@#uﬁ&%uﬁ%“mﬁiﬁ”“ﬁo%Tu
RARENMABAEMAER. FBaAAREH, XENSFEFIIRITER.
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