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AES: Advanced
Encryption Standard

o MEZERL:
e MEKE:
o 128-bit key <+ 10 rounds
o 192-bit key <> 12 rounds
o 256-bit key <> 14 rounds
o HiFAT R
o ZiAIRE: Key Expansion
o %
= SubBytes
= ShiftRows
= MixColumns
= AddRoundKey
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B =FhiA

o AESBE1 8-bit byte #18 GF(2%) f—m&

o GF(2%)

= GF(2)[z]/(®

+zt+ a3+ +1)

o e.g. 0x64 = 0b01100100 = z° + z° + z?

o ENBMRE, EXTMMEMFEE, MBEEET
KRG 128 bits (16 bytes) #1Ti21E, BEXKN, ©I8 16 bytes i 4 x 4 5{iL5cxErE, *E[E

e AES &

hTEMA GF(28) AT, SANHELER E#TRIEMRE,

AES

Cg
C9
C10

C11

C12
C13

Ci4

C15_
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SBox: substitute box
Sbox : 8bit — 8bit AES S-box

1. BB 0 E GF(28) st (0 — 0)

0063 |7c |77 |7b |2 |6b|6f [c5 (30|01 |67 |2b [fe |d7|ab |76
2. MW TR 5Tk 10 |ca |82 ]co [7d |fa |59 |47 [f0 |ad|da a2 |af |9c |aa |72 |co

20 | b7 [fd |93 |26 |36 |3f [f7 |cc |34 |a5|e5|fl |71|d8 |31 |15

S0 1 0 0 0 1 1 1 1 b 1
30 |04 |c7 |23 |c3|18[96|05|9a |07 |12 |80 |e2 |eb|27 |b2 |75
S1 11000111 by 1 40 |09 |83 |2c |la|1b|6e |5a|a0|52|3b|d6|b3 |29 |e3 |2f |84
S9 1 1. 1 0 0 0 1 1| |bs 0 50 |53 |d1 |00 |ed |20 [fc |bl|5b|6a|cb |be|39 |4a|4c |58 |cf
S3 1 1 1 1 0 0 0 1 b3 N 0 60 |dO |ef |aa |fb |43 |4d |33 (85|45 |f9 |02 |7f |50 |3c |9f |a8
— 70 |51 |a3 |40 |8f |92 |9d |38 |f5 |bc|b6|da|21 |10 |ff [f3 |d2

S4 1 1 1 1 1 0 0 O by 0
80 (cd |Oc |13 |ec |5f |97 |44 |17 |c4 |a7 |7e |3d |64 |5d |19 |73
S5 011111200 bs 1 90 |60 |81 |4f |dc |22 |2a |90 |88 [46 |ee [b8 |14 |de|5e |0b |db
S6 0 01 1 1 1 1 O0f [bg 1 a0 [e0 [32|3a|0a |49 |06 |24 [5¢c|c2|d3 |ac |62 |91|95|e4 |79
| 57| _0 0O 0 1 1 1 1 ]__ _b7_ _0_ bO |e7 |c8 |37 |6d |8d|d5|4e |a9 |6¢c |56 |f4 |ea |65 |Ta |ae |08

cO |ba |78 |25 |2e |1c|a6|b4d|c6 |e8|dd |74 |1f |4b|bd|8b |8a
d0 |70 |3e [b5|66 |48 |03 |f6 |[0e |61 |35 |57 |b9 (86 |cl |1d |9e
e0 |el (f8 [98 (11 (69|d9|8e |94 |9b|1le |87 |e9 |ce |55 |28 |df
fO {8c |al |89 |0d |bf |e6 |42 |68 |41 |99 [2d |0f b0 |54 |bb |16
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Key Expansion

MEIANBY 128/192/256-bit Z1RY B HEH M
BRENEH, XELL 128bit A

RotWord([by b1 bs b3])
= |b1 by b3 by

SU.bWOI‘d([bO bl bz bg])
= [S(bo) S(b1) S(b2) S(bs3)]

Rcon: B&, WNES—®
rcon; = [rc; 0016 0016 0056]

re; =2z"! mod 2 +z*+ 2P +x2+1

0] 0 N
o Ko.1 22 Ko 3
] I 1]
|'Cnl.l] l'C{:l,l |{1.2 l'C{:I,B
g | ]
S0 2.1 S 2 2.3
i 0 i 0
|'<3.III I<3.1 kB.E kB.B
| RotWord Jl-'
L L 3 b
A AR _,(:' Sy
' W/ v, 9 .,
SubWord l | ]
K. Ko.1 Ko.2 F
R 1 1 1
1 1
Ié,lil I<2.1 Ié.E kZ,E
1 1 1 1
K5 0 3.1 5.2 I 3
RotWord |=
o
| G & b
SubWord r
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ME DR
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ME DR

1. AddRoundKey
2. SubBytes
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ME DR

1. AddRoundKey
2. SubBytes
3. ShiftRows
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ME DR

1. AddRoundKey
2. SubBytes

3. ShiftRows
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&= ECB/CBC/GCM

Electronic codebook (ECB)
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K210 AES API
K210 {8 T FEVINZR APl HEFIA S : SHEXK:

mode key length operation transfer e ¥3F ECB/CBC, F¥ELFE padding %I
16B, % buffer EEZ 16B BIfZ%K

ecb 128 encrypt none (cpu)

e 3F GCM, [RIE LT padding, {EE DMA
cbc 192 decrypt dma B3R 4B 3435, Tag BIA/NERE 168
gecm | 256

// Bit: aes_{mode}{len}_hard_{operation}{transfer_suffix}
void aes_ecb256_hard_encrypt(uint8_t uint8_t ize_ uint8_t
void aes_cbc256_hard_decrypt(cbc_context_t uint8_t ize_ uint8_t
void aes_gcm256_hard_encrypt_dma(dmac_channel_number_t

gcm_context_t

uint8_t size_t

uint8_t uint8_t :
// IR API, TEEERFHE, LH=1EH MMIO 5 AES NIEZE81E
void aes_init(uint8_t size t uint8_t size_ t uint8_t
aes_cipher_mode_t aes_encrypt_sel_t size_t size_t
void aes_process(uint8_t uint8_t size_t aes_cipher_mode_t
void gcm_get_tag(uint8_t
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ECB API

void aes_ecb256_hard_encrypt(uint8_t uint8_t uint8_t

void aes_ecb256_hard_decrypt(uint8_t uint8_t uint8_t

e R, HEREERZH, WASUERKERTM#ER

Electronic codebook (ECB)

plaintext plaintext plaintext
¥ v v
key— block cipher key—| block cipher key—| block cipher
Y R R
ciphertext ciphertext ciphertext
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CBC API

void aes_cbc256_hard_decrypt(cbc_context_t uint8_t size_t
void aes_chc256_hard_encrypt(cbc_context_t uint8_t size_t
typedef struct {

uint8_t xinput_key; /* The buffer holding the encryption or decryption key. */
uint8_t *xiv; /* The initialization vector. must be 128 bit */
} cbc_context_t;

bR 7 IREZEIAMBMAEIEZIN, EEERME IV (Initial Vector)

Cipher block chaining (CBC)

plaintext plaintext plaintext

— b S
key—| block cipher key—»{ block cipher key—| block cipher

ciphelrtext ciphelrtext ciphertext

14/22



GCM API

void aes_gcm256_hard_decrypt
gcm_context_t uint8_t
size_t uint8_t

void aes_gcm256_hard_encrypt
gcm_context_t uint8_t
size_ t uint8_t

typedef struct {

uint8_t

uint8_t

/* The buffer holding the encryption or decryption key. */

uint8_t xinput_key;

/* The initialization vector. must be 96 bit */

uint8_t *iv;

/* The buffer holding the Additional authenticated data. or NULL */

uint8_t xgcm_aad;

/* The length of the Additional authenticated data. or OL */

size_t gcm_aad_len;
} gcm_context_t;

PR TIRIEEA. WALUE. IV 25, BEMIIN AuthData,
M= EINME —1 AuthTag, BEILIARRLEBIETE L.

| CouslterO |—>( incr )—>| Counter 1 |—>( incr )—»l Counter 2

Plaintext 1

=) (=

A
Me

-\ {_J‘ ™ = [0

| Auth Data 1 |

[ mult 4 ] [ mult 4 ]7 mult 4
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< IIA I'n\A

— LJ‘ NZam {

Ciphertext 2

- «{Ne
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DMA API

void aes_ecb256_hard_decrypt_dma(dmac_channel_number_t

uint8_t uint8_t size_t uint8_t
void aes_ecb256_hard_encrypt_dma(dmac_channel_number_t

uint8_t uint8_t size_t uint8_t

aes_cbc256_hard_decrypt_dma
dmac_channel_number_t cbc_context_t
uint8_t size_t uint8_t ;
aes_cbc256_hard_encrypt_dma
dmac_channel_number_t cbc_context_t
uint8_t size_t uint8_t ;

aes_gcm256_hard_decrypt_dma
dmac_channel_number_t gcm_context_t uint8_t
size_t uint8_t uint8_t ;
aes_gcm256_hard_encrypt_dma
dmac_channel_number_t gcm_context_t uint8_t
size_t uint8_t uint8_t ;

FEIMEE WL AR DMA @&, Hftt53F DMA APl 22 —%




TGS R

X451

aes_256_test
— aes2.c // mbedtls By AES £ {{

|—— aes2.h
— aes_cbc.c

— aes_cbc.h
— cipher.c
— cipher.h

— cipher_internal.h
|— cipher_wrap.c

— config.h

— gcm.c

— gcm.h /] }}
— main.c /] ERERF
L— README.md

ZfBfER mbedtls fEAMRFIRZSEY AES KL, FESERBEM AES MNELE (w/,w/0 DMA)#ITITEL
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T GI4CES 1 i
Nz APl B9{ERA

if (cipher_mod == AES_CBC) {
aes_chc256_hard_encrypt_dma(
DMAC_CHANNEL1, &cbc_context,
aes_data, data_size, aes_hard_out_data);
} else if (cipher_mod == AES_ECB) {
aes_ecb256_hard_encrypt_dma(
DMAC_CHANNEL1, qinput_key,
aes_data, data_size, aes_hard_out_data);

// aes_dma_get_data () {
cbc_context_t cbc_context;
gcm_context_t gcm_context;
cbc_context.input_key = input_key;

cbc_context.iv = 1v;
gcm_context.gcm_aad = aes_aad;
gcm_context.gcm_aad_len = aad_size;
gcm_context.input_key = input_key;
gcm_context.iv = 1v;

} else {
aes_gcm256_hard_encrypt_dma(
DMAC_CHANNEL1, &gcm_context,

aes_data, data_size, aes_hard_out_data, gcm_hard_tag);

G 1E context RIE A [ B 1N 2542 =018 A R (B B9 R 31

aes_cpu_get_data() FR aes_dma_get _data() XA, FBZE2H T IE DMA hrZs API,
BRE IR E TR APl R #cycles, XEBEHET EAERNNZE 1,
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TGS R

check_result_t aes_check (uint8_t
size_t
uint8_t
size_t
uint8_t
size_t
aes_cipher_mode_t
uint8_t
size_t

check_result_t ret = AES_CHECK_PASS;

memset (aes_soft_in_data, ©, AES_TEST_PADDING_LEN);
memset (aes_soft_out_data, O, AES_TEST_PADDING_LEN);
memset (aes_hard_out_data, 0, AES_TEST_PADDING_LEN) ;

aes_dma_get_data(input_key, key_len, 1iv, iv_len, aes_aad, aad_size, cipher_mod, aes_data, data_size);
aes_soft_get_data(input_key, key_len, iv, iv_len, aes_aad, aad_size, cipher_mod, aes_data, data_size);
ret |= aes_encrypt_compare_hard_soft(cipher_mod, data_size);

memset (aes_hard_out_data, 0, AES_TEST_PADDING_LEN) ;

aes_cpu_get_data(input_key, key_len, 1iv, iv_len, aes_aad, aad_size, cipher_mod, aes_data, data_size);

ret |= aes_encrypt_compare_hard_soft(cipher_mod, data_size);

memset (aes_soft_out_data, 0, AES_TEST_PADDING_LEN) ;

ret |= aes_check_decrypt(input_key, key_len, 1iv, iv_len, aes_aad, aad_size, cipher_mod, aes_data, data_size);
return ret;

DA VEARAREARSEI, EEMERE, £8 DMA RUREAINESESEIM, HEIERE,




TGS R

// main() {
for (cipher = AES_ECB; cipher < AES_CIPHER_MAX; cipher++)
{
printf( , cipher_name[cipher]);
if (AES_CHECK_FAIL == aes_check_all_byte(cipher)) // BWAZIELKE 0..256
{
printf( , cipher_name[cipher]);
return

}

printf( , cipher_name[cipher]);

if (AES_CHECK_FAIL == aes_check_all_key(cipher)) // it 256/key_len HZEH
{

printf( , cipher_name[cipher]);
return
¥
printf( , cipher_name[cipher]);
if (AES_CHECK_FAIL == aes_check_all_iv(cipher)) // Jit 256/iv_len #H v
{
printf( , cipher_name[cipher]);
return




TG IhEE:

e FIAHETESSWMT:

# in “build® directory

cmake .. -DPROJ=aes_256_test -DTOOLCHAIN=/opt/kendryte-toolchain/bin

make -j
kflash -b 3000000 -t aes_256_test.bin

o RIFIEFF FHIEBIT
o AJABREIWAEEIPFFRAIEH L
o AJLABREIERBEMFIMEREFASEIIT
o BiHEER CPU #I1=RTF DMA
AEERAANBFERERE 10298 [LIRFE
o FIMANSZEMER CPU D1, mlgeERm

RTF RS

--— Miniterm on /dev/ttyUSBO® 115200,8,N,1 ---

--—- Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed

begin test 0
[aes-ecb-256]
[aes-ecb-256]
[aes-ecb-256]
[aes—-ecb-256]
[aes-cbc-256]
[aes-cbc-256]
[aes-cbc-256]
[aes-cbc-256]
[aes-gcm-256]
[aes-gcm-256]
[aes-gcm-256]
[aes-gcm-256]

test all byte ...

test all key ...

test all iv ...

[1629 bytes] cpu time = 85 us, dma time
test all byte ...

test all key ...

test all iv ...

[1029 bytes] cpu time = 85 us, dma time
test all byte ...

test all key ...

test all iv ...

[1029 bytes] cpu time = 86 us, dma time

aes-256 test pass

-—- exit -—-

by Ctrl+H --—-

94 us, soft time = 2066 us

93 us, soft time = 1826 us

103 us, soft time = 488 us
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